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ABSTRACT 
 

In the aftermath of the 2016 US Presidential elections, the issue of ‘fake news’ and disinformation 

increasingly became a major focus of political analysis. The danger of unreliable information, whether 

shared by politicians, media outlets, or random individuals through the Internet, is especially severe 

during times of crisis. However, there is also a danger that the framing of discussion about 

‘disinformation’ can itself be used as a tool of manipulation. One way this might occur is by labelling 

such tactics as a tool of ‘the other’ and obscuring or denying their use by one’s own state. The 

propagation of disinformation by the state is one aspect of information war, another element of which 

is the art of propaganda. Within state-driven propaganda, one tactic that has made very effective use 

of the growth of the Internet is the establishment and dissemination of ‘memetic narratives’, belief 

structures that shape our understanding of how the world works, which are embedded within and 

spread among target populations. However, as with the use of viruses as a tool of war, there is a risk 

that narratives will mutate, growing in strength or scope beyond what was originally intended. One 

potential danger of using them to present disinformation as being solely, or predominantly, the tools 

of geopolitical opponents, is that it will lead to a form of self-contamination that compromises a state’s 

ability to respond to situations of potential international conflict, and thus heighten tension and 

instability in international affairs. 
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Introduction 
The concept of the meme was first described by Richard Dawkins in his book the Selfish Gene (1976) as a unit 

of cultural information spread by imitation, encompassing everything capable of being transferred by copied 

behaviour from one mind to another, whether elements of language, art, science or culture. More recently the 

term has gained widespread use in reference to a specifically online form of expression. These internet memes 

have been characterised as, “digital objects that riff on a given visual, textual or auditory form” and which are 

then “appropriated, re-coded, and slotted back into the internet infrastructures they came from.” (Nooney & 

Portwood-Stacer, 2014: 249). Another definition classifies them as “a culturally resonant item easily shared or 

spread online.” (Zakem et al, 2018, 11) Memes in this context can be images, phrases, or maxims whose strength 

lies in their popularity and the extent to which they can go viral, which is to say, spread rapidly across the 

Internet. There is, however, a third use of the term, though this is less widespread than the prior two and 

generally used in the context of security studies. This is the concept of 'memetic warfare', which is the 

inculcation of narrative beliefs into the minds of a target audience for the purposes of achieving political goals.  

The Development of Memetic Warfare 
In 1993 two analysts at the RAND corporation released a paper titled ‘Cyberwar is coming!’ which offered a 

prescient look at the increased importance that information control and manipulation would play as a factor of 

security in the Internet age (Arquilla & Ronfeld, 1993). The specific term memetic warfare, however, was not 

used until the US election campaign of 2002 in reference to online tactics used by supporters of both Bush and 

Gore (Boyd, 2002). Then, in 2005 a Major in the US Marine Corps penned a dissertation on the use of memetics 

as a tool of warfare (Prosser, 2006). His thesis was rooted in Samuel Huntington's theory of a Clash of 

Civilisations (1996), specifically concerning the threat of Islamic terrorism and how memetic transfer, in 
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Dawkins’ sense of the word, could be used to promote the spread of Western values in a manner that would 

reduce the threat from these actors. This weaponised Dawkins concept, attempting to strategically embed 

memes into an out-group’s collective consciousness that would be of benefit to one's in-group. 

While there was some initial development of the thematic linkage between memes and warfare 

(Henson, 2006), memetics as a strategic tool received little attention until almost a decade later. Between 2014 

and 2019 memetics began to receive renewed interest in two distinct forms. Some authors looked at the Internet 

meme itself and the changing nature of online communication and social media as being crucial factors, while 

others further developed the concept of memetic narratives. The sudden surge of interest from the first group 

was likely in response to the aftermath of the Arab Spring in which social media was perceived to have played 

a crucial role in organising and sustaining popular protests (Newsom & Lengel, 2012; Lindsey, 2013; Iskander, 

2019). According to this view, it was the individual online actors, the creators of memes and the trolls, who 

would help shape strategic narratives (Kalev, 2015). 

The impact of social media and Internet memes has, however, frequently been exaggerated. The sudden 

blitzkrieg victory of the Islamic State (IS) in Iraq was attributed by some to their deft use of social media to 

scare the Iraqi forces into desertion and defeat (Singer & Brooking, 2019, 4). In fact, apart from the broad 

dissatisfaction with the Maliki government, their sudden success could more reasonably be explained by the 

widespread existence of ‘ghost units’ among the Iraqi military (units that were on paper at full strength, yet in 

practice only a skeleton force), the poor infrastructure of the Iraqi military, the lack of training of Iraqi troops, 

and the strategies used by IS, which included making use of American-made 4x4 trucks to rapidly seize key 

desert crossroads, as well as inserting fighters covertly into the local populace ahead of major attacks (Abbas & 

Trombly, 2014; Astore, 2014). 

A similar claim was made for the response of the Japanese population to IS capture and execution of 

two Japanese journalists. By posting online memes which mocked IS, it was claimed that the Japanese had 

inoculated themselves from the effects of IS terror and “taken control of the narrative” (Zakem et al, 2018, 18). 

In fact, such memes were shared by a tiny fraction of Japan’s Twitter user-base, and it occurred over a one-

week period in January 2015, consisting of a mere 70,000 tweets and retweets of the relevant hashtag (Taylor, 

2015). It was a minuscule social-media event, seen by far less than 1% of Japanese people, which would have 

done nothing to influence the nation’s responses to IS terror had the group actually carried out attacks on the 

Japanese mainland. 

In political terms, such memes can “act as a common frame, or reference point, for political discussion 

and action” (Seiffert-Brockmann, Diehl, & Dobusch, 2018) and play a role in political organisation (Bennett, 

2012; Hristova, 2014). The way they do this is direct and simple and, when used in information warfare, they 

play to emotion and bias, simplifying difficult topics and offering a sense of group identity and cognitive closure 

(Nemr & Gangware, 2019, 6). There have been attempts to use memes to generate specific narratives, such as 

creating a view of school shooters as weak and ignominious figures (Pech, 2003), but generating viral spread 

takes either luck or coordinated effort. Even when memes do go viral there is no evidence to suggest they are 

capable of significantly influencing behaviour (Zakem et al, 2018, 44). Siegel (2017) compared such memes to 

the role of IEDs (Improvised Explosive Devices); difficult to control, unpredictable and best used 

asymmetrically by small groups fighting against entrenched power. You might also say that they are akin to an 

individual soldier on the battlefield whose actions may cause sudden, dramatic impact but, without the 

oversight of generals coordinating a campaign, will have only passing influence on wider affairs.  

One examination of recent trends broke down the different factors required for online influence 

campaigns to have noticeable impact. These included emotional appeal, authenticity, communal identity and 

inundation (Singer & Brookings, 2019, 154). This last, ‘inundation’, highlights the fact that a successful 

influence campaign is unlikely to be an isolated event, or carried out on an individual basis, rather it is likely 

to be coordinated and operating in multiple forms along multiple vectors. This is the form that memetic 

narratives take, with Giesea defining memetic war as: 

 

Competition over narrative, ideas, and social control in a social-media battlefield…a subset of 

‘information operations’ tailored to social media…the collection and dissemination of information to 

establish a competitive advantage over an opponent (2015, 71). 
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They employ ‘cognitive weapons’, ideas that, according to Thomas (2015, 18), are introduced into a target state’s 

intellectual environment in order to weaken its national defense. Such weapons can as easily be employed 

within the intellectual environment of one’s own state as tool of domestic propaganda.  

 

 

Active Measures and Unrestricted Warfare 
In recent years there has been a concerted push to generate a narrative that frames the use of information 

warfare as tool of almost exclusively Russian influence. These include both popular books (Watts, 2018; Carlin, 

2019; Pomerantsev, 2019; Stengel, 2019) and a variety of reports from academic groups and thinks tanks (Ajir 

& Vailliant, 2018; Hindman & Barash, 2018; Mazarr et al., 2019; Nemr & Gangware, 2019). Each of these works 

suffers from a myopic focus on Russia as the instigator of a new form of information warfare, a view that rejects 

the possibility that the state is simply employing widely used tactics that represent a steady evolution of the 

techniques used by intelligence agencies for decades. The intent here is not to counter the arguments of these 

works and say they are fundamentally wrong about Russia’s activities, though there is ample room for future 

works to examine them for evidence of exaggeration, distortion and equivocation. Rather, it is the manner in 

which they deliver that message, through one-sided analysis and lack of important contextual information, i.e. 

manipulation by omission, that can itself become a form of disinformation. 

They also serve as an example of the inundation required to establish a strong narrative. A single 

message, through multiple vectors, repeated often enough, will soon become the accepted wisdom. Where a 

reader might be hesitant to accept the arguments made by one book or report, when they find numerous 

authors in the same field agreeing on certain core issues they will be likely to assume that a consensus exists 

among the ‘experts’ and, all too often, this trust in expert opinion will override any concerns that such 

arguments might share common flaws. In this case the primary flaw being the suggestion that Russian 

information warfare activities represent something outside of the norm. 

That they may lie within normal bounds does not, however, mean that the conduct of information 

warfare has not changed in recent years. The term hybrid warfare refers to the concurrent use of conventional 

and irregular forces, with the latter including such things as terrorist groups, criminal gangs, or other non-state 

actors (Hoffman, 2007, 8). While several of the aforementioned works make use of this term in reference to 

Russia, it is actually Western in origin. The Russians, when referring to the same thing, tend to use the terms 

nonlinear or new generation warfare, while the Chinese have their own phrase, unrestricted warfare (Wither, 

2016, 79-80). Each of these refers to the understanding that conflict between major states has become an 

ongoing state of affairs. In other words, if a state is a potential strategic threat to you, you are 'at war' with them, 

whether openly declared or not. In these undeclared wars all possible tools of influence are at play: military 

force, diplomacy, economic warfare, currency manipulation, soft power, terrorism, disinformation, etc.  

The Russian perspective on this was outlined in a 2013 speech by their current Chief of the General 

Staff, Valery Gerasimov, in which he encouraged Russia to respond to the frequently Western-driven changes 

to modern warfare (Gerasimov, 2013). Despite the fact that it was clearly a call for Russia to belatedly address 

a threatening geopolitical situation, the 'Gerasimov Doctrine' is frequently claimed to be a new Russian strategy 

for conducting warfare (McKew, 2017; Roblin, 2018), even though the original creator of the term has since 

stated that this interpretation was contextually inappropriate (Galeotti, 2018). In Russia’s own accounts they 

repeatedly present themselves as being on the defensive from Western efforts to undermine them, whether 

through colour revolutions against their own government, of the governments of allied states, through the 

activities of organisations such as the IMF (Wither, 2016, 80-82; Mazarr, 2019, 58), or through bias in 

international media that consistently portrays Russia in a negative light (Gray, 2018). 

Some have singled out Vladislav Surkov, for many years a close personal advisor to Vladimir Putin, as 

the author of the Kremlin’s information war strategy, his alleged aim being to create confusion by backing a 

variety of apparently disparate ideological groups, so that no one will know what the true political reality 

behind the scenes might be. Examples given include offering support for both human rights NGOs and 

nationalist movements, as well as art festivals and fundamentalist religious groups (Pomerantsev, 2014), in other 

words, groups whose specific aims might be diametrically opposed. 

Surkov’s view of politics evolved during the 1980s punk music and avant-garde art scene. He held that 

modern liberal democracy was a sham, that society was in fact always stage-managed by groups other than the 
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citizenry. These beliefs were shared with another figure who arose from the same background, the writer and 

political dissident Eduard Limonov, who stated his aim to be: 

 

…to take ideas and attitudes from avant-garde art and music and use them to try and create a new 

kind of confrontational politics—one that could break through the fake ideas of western democracy 

to show how the new bourgeois elites were greedily destroying the Russian state. (Curtis, 2012) 

 

The difference between Limonov and Surkov was, in Curtis’ view, that the former believed extremism could 

shake people out of their political torpor, while the latter adopted the stance that society would always be 

controlled by undemocratic institutions and that ideological underpinnings were mere window-dressing.  

This is a view that can perhaps find practical application more easily in Russian than Western politics. 

In both the USA and the UK there are clear delineations between two competing strands of politics on the Left 

and Right. Everything political is framed within the spectrum of these competing views. In contrast, Russia is 

dominated by Putin’s ‘United Russia,’ a catch-all party that aims to appeal to non-ideological citizens rather 

than a specific mindset. Of course, there are more politically focused or extreme groups on both the Left and 

Right of Russian politics but in this context it makes sense to appeal to all sides. On the one hand, the funding 

of opposing groups is a perfectly commonplace political strategy, with the implied threat that a failure to 

comply with government desires will see funding for your faction cut while that of your opponents may 

increase. (Smith, 2014) It also ties firmly into the ancient and long-standing political strategy of ‘divide and 

rule’, the concept that a public divided into disparate warring cliques will be much easier to control. Yet, it also 

represents a fundamental difference in how elements in Russia and the West view politics. In the West the 

ideological beliefs that separate high-level politicians are presented as representing a fundamental division 

between different types of person, in other words their political cause is viewed as a core aspect of their identity. 

In contrast, the Russian Surkovian perspective is that these political trappings are a sham and a mere veneer 

upon the pragmatic and self-serving trade in power and influence that lies at the heart of politics. While 

Western sources accuse Surkov of distorting reality, his counterclaim would be that the pretense of Liberal 

Democracy is actually preventing the people of the West from understanding the true nature of politics. 

There is a significant difference in the way that politics works, and is viewed, in Russia and the West. 

It also suggests a possible arena for the war of narrative ideas, namely the contest between the merits of Western 

Liberal Democracy or lack thereof. However, this is hardly a new phenomenon and we had decades of similar 

narrative competition between the USSR and the West over the relative merits of communism and capitalism. 

When looking at the subject of information warfare it is far more important to ask not what narratives are 

being promoted, but what tactics are being used to accomplish it. The key factor is not whether Russia sees 
things differently but whether they do things differently. In other words, can we honestly or accurately accuse 

Russia of manipulating elections and disseminating online disinformation in a manner fundamentally different 

from how such operations are conducted by Western powers? 

 

The West’s Capacity for Active Measures 
In 2002, Pulitzer Prize winning journalist, Ron Suskind met with a senior aide in G.W. Bush’s White House 

who explained to him that Suskind was: 

 

“In what we call the reality-based community,” which he defined as people who “believe that 

solutions emerge from your judicious study of discernible reality….That’s not the way the world 

really works anymore,” he continued. “We’re an empire now, and when we act, we create our own 

reality. And while you’re studying that reality—judiciously, as you will—we’ll act again, creating 

other new realities, which you can study too, and that’s how things will sort out. We’re history’s 

actors…and you, all of you, will be left to just study what we do.” (Suskind, 2004) 

 

The USA has always excelled at propaganda. It has a long and distinguished history of successful operations, 

ranging from the creation of the Committee on Public Information whose aim was to support the American 

First World War effort (Axelrod, 2009), the demonisation of European and Asian enemies in World War Two 

(Laurie, 1996), the decades-long domestic and international battle against Communism (Belmonte, 2013), up 
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to and beyond the Invasion of Iraq (Rampton & Stauber, 2003). In recent years it has begun to place a higher 

level of focus on the role of the Internet in information dissemination. However, it would be unfair to accuse 

the USA of employing ‘cyber-troops’ to wage online warfare without acknowledging that it is just one of 70 

countries that an Oxford University study found to be carrying out similar activities, including US allies such 

as the UK, Australia, Germany, Israel, Italy, South Korea, and Sweden (Bradshaw and Howard, 2019, 4). It is 

more pertinent to highlight the fact that it is one of the few states to show activity in all five areas of activity 

(supporting approved views, attacking opposing views, dividing opposing groups, distracting from sensitive 

topics, and suppressing critical information) listed by the study (Bradshaw & Howard, 2019, 14). 

2008 witnessed growing calls for the then Global Strategic Engagement Center to be given a wider 

purview that would allow it to supervise all US strategic communications, i.e. the sum total of the government's 

efforts to influence foreign opinion (Holmes, 2008). In 2011 DARPA, the Defense Department’s research 

branch, launched a Strategic Communications program which sought to develop technology that would allow 

it to detect, track and respond to the spread of memetic ideas and concepts in social media due to a view that 

“events of strategic as well as tactical importance to our Armed Forces are increasingly taking place in social 

media space.” (Waltzman, 2015) In the same year the Center for Strategic Counterterrorism Communication 

was established, primarily in order to respond to the online propaganda of enemies such as IS. In 2016 it was 

replaced by the Global Engagement Center (GEC), whose purpose was to fight perceived propaganda from 

foreign governments and to “proactively advance fact-based narratives that support the United States allies and 

interests.” (US Congress, 2017) During a speech at the Council of Foreign Relations on the subject of 

disinformation, Richard Stengel, who in his past role as Undersecretary of State for Public Diplomacy oversaw 

the creation of the GEC, stated that “every country creates their own narrative story and, you know, my old 

job at the State Department was what people used to joke as the ‘chief propagandist’”. Rather than disavow 

such an interpretation he went on to say that he felt it was necessary, stating, “I’m not against propaganda, 

every country does it and they have to do it to their own population.” (Elmazzi, 2018) 

Meanwhile the coordinator of the GEC announced that their strategy would be to cultivate,  

 

the expertise of the tech and the marketing industries, in Silicon Valley, on Madison Avenue, and in 

other parts of the country. There exists a wealth of knowledge about marketing and messaging in the 

private sector that the GEC is leveraging. Moreover, we are using sophisticated data analysis software 

and technologies to track the reach and effect of that content. (Lumpkin, 2016)  

 

This was understandable given the 2014 announcement of the USA Defense Innovation Initiative and 

expectations that a key focus for military expansion would be information warfare, including psychological 

operations, cyber warfare and engagement operations. (McGrath, 2016, 17-18). 

It is strange to imagine though, that the US would feel a pressing need to expand its capabilities in these 

areas, especially given that some consider the US to already possess the ideal resume for information warfare, 

given its dominance in marketing, data collection, digitisation and cyber-warfare (Libicki, 2017, 61). However, 

the strategic mentality is, to quote Ronald Reagan, that “we maintain peace through strength. Weakness only 

invites aggression.” (Reagan, 1983) Whether or not peace is a priority, this mindset is one in which being able 

to successfully fight and win just one major war at a time is considered insufficient. The US aim is to be able to 

dominate multiple opponents simultaneously (Wood, 2019). 

Perhaps because of its intention to fight myriad opponents across multiple arenas, it can be difficult to 

identify a clear strategic pattern linking US infowar activities. Instead, there are short-term, focused bursts of 

activity geared towards specific immediate goals such as the $100 million dollars paid by the Pentagon to the 

Lincoln Group during the Invasion of Iraq to plant pro-US stories in local media (Mazzetti & Daraghi, 2005, 

74), or the Earnest Voice campaign which created fake online accounts to counteract terrorist messaging and 

manipulate their members (Pomerantsev, 2019, 23). One element of this involved requests from the US military 

for technology firms to develop “persona management” software that would allow a single person to control a 

multitude of different online identities (Webster, 2011). Occasionally, their operations even appear to target 

domestic actors, as allegedly occurred when reporters for USA today found themselves victims of a 

disinformation campaign while investigating the Pentagon for misuse of its information warfare budget (Korte, 

2012). We also see graduates of US infowar programs sometimes moving on to establish private companies in 
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related fields. This was the case with Johnathon Morgan, a former DARPA researcher and Ryan Fox, ex-NSA, 

who established the firm New Knowledge. In 2018 they made headlines first as the authors of a Senate report 

accusing Russia of manipulating the election via social media, and then again when it was revealed that they 

themselves had carried out this precise type of manipulation to influence an election for the senate in Alabama 

(Shane and Blinder, 2018). 

The US does not, of course, stand alone and its key military alliance, NATO, established its own 

Strategic Communications Center of Excellence in 2014 to develop and implement similar methods of 

information warfare, one of its core goals being the analysis of “counter-narrative strategies, (and) narrative 

development and assessment.” (Stratcom, 2020) The strongest US partner within this framework is the United 

Kingdom which has long made use of dedicated psychological operations groups such as the 15(UK)POG 

(Psychological Operations Group), formed after the Persian Gulf War in 1991. In 2014 POG was subsumed into 

a new, 2000 strong 77th Brigade which focuses on online psy-ops using social media networks. Part of their 

remit is to find “means of shaping behaviour through the use of dynamic narratives.” (Sengupta, 2015) In a 2018 

speech the Chief of UK Defense Staff referred to the unit as the foundation of their “information warfare” 

efforts, providing them with “the capability to compete in the war of narratives at the tactical level,” something 

he implied was becoming more important than traditional weapon-systems. In the same speech he emphasised 

the ‘Russian threat’ and the possibility that, “Russia, I think, could initiate hostilities sooner than we expect.” 

(Carter, 2018) As part of the need to prepare for such eventualities, the UK military promoted the ‘Rainbow in 

the Dark’ doctrine, which sought to develop a “full-spectrum defense communications” strategy, with the 

strong implication that this would include black ops. Information warfare operations can be classified as white 

(openly acknowledged), grey (covert), or black (attributed to other sources). The originator of the doctrine, 

Steven Jolly, at the time, the UK’s Director of Defense Communications, once stated that, “in some situations 

the psywarrior has the capability—sanctioned by law—to extend his range of activity into areas closed to his 

PR counterpart (black operations).” (Richards, 2015, 43)  

The revelations of former CIA employee Edward Snowden included details of the capabilities of the 

National Security Agency (in the USA) and the Joint Threat Research Intelligence Group (in the UK) to conduct 

such black ops both online and through social media. This included carrying out ‘false flag’ operations, designed 

to appear as though they had been carried out by others (NBC News, 2014), the application of behavioural 

science techniques to “discredit, promote distrust, dissuade, deter, delay or disrupt” their targets (Greenwald & 

Fishman, 2015), and the use of tailor-made software to manipulate websites, social media platforms, and target 

computers (Miller, 2018). 

That such clandestine spying, manipulation, and disinformation operations take place should not be 

surprising since this is the nature of intelligence work. However, this makes it all the more disingenuous, and 

dangerous, for any one side to be singled by a complicit media as part of a narrative presenting them as the 

predominant actor in such affairs. Perhaps we are to imagine that in the particular field of election interference 

Russia is a special case? The record disagrees, with the USA attempting to influence foreign Presidential 

elections as many as 81 times between 1946 and 2000, a figure that does not include military coups and regime 

change operations (Levin, 2019). We have seen that both the USA and the UK have the means to do exactly 

what they accuse Russia of doing (and more besides) and seem to lack any ethical reluctance to engage in such 

activities. Why then is there such a lack of context on the issue? Why the focused and persistent campaign to 

present Russia alone as an aggressive and criminal disseminator of disinformation with the 'innocent' West 

reacting only defensively? 

It is this imbalance that is the source of danger. Russia is certainly involved in information warfare and 

that may represent a threat. However, it is one that we are abundantly aware of and it is evident that many 

people are focused on responding to this somewhat nebulous, danger. As such, the most pressing question 

regarding Russia is not whether they engage in disinformation, since the narrative has successfully established 

a broad belief that they do. Instead, it is far more important to ask to what extent their actions might have been 

exaggerated. Equally relevant is the need to clarify the extent to which our own states are engaged in similar 

warfare. What lies have they spread about their political enemies? Which ones have been directed at us? Which 

ones have we believed? To what extent is our understanding of politics shaped by deliberate efforts to distort 

our perceptions? Without constant consideration of such questions we effectively cede our critical judgment 
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to literal keyboard warriors. It is, however, an understandable trade off, relinquishing an onerous and 

uncomfortable intellectual burden for a comfortable and reassuring emotional crutch. 

 

The Danger of Self-Contamination 
One of the strengths of an effective narrative is that it plays to human predispositions. Cognitive dissonance 

refers to the discomfort felt when faced with two or more mutually contradictory pieces of information. As a 

general rule we prefer certainty to uncertainty and so we will seek to resolve this discomfort by rejecting one 

of these pieces of information. Without knowledge, skepticism, and effort, which survives will depend purely 

upon their memetic strength, their ability to ‘infect’ us with their message, whether through rational or 

emotional means. 

In early 2020 the Covid-19 global pandemic provided a further example of how narratives spread in a 

memetic fashion, as a variety of differing interpretations of the source and severity of, and suitable responses 

to the problem competed for public acceptance. There are, in fact, strong similarities to be found in the 

mechanisms of memetic spread and those of biological contagions. Memes, like viruses, spread from host to 

host by infection. Like viruses, the damage they cause is dependent on their potency. In the case of memes, this 

means the strength of its message (emotionally or intellectually), the vectors through which it spreads (who is 

delivering the message), and the speed with which it is transmitted (dependent upon the format of the message, 

books for example, providing a slower but deeper influence than the internet). 

Like viruses, narratives display what is called host tropism, a tendency to infect a specific subsection of 

a populace. Memetic narratives can be aimed at target audiences based upon their political leanings, race, 

religion, gender, social class, or profession. There are also ‘super-spreaders’, individuals who have a 

disproportionate ability to promote infection which, in the case of narratives, would be key political figures, 

journalists, academics or authors. You might even say that they produce similar forms of defensive response. 

Viruses have to overcome both intrinsic (passive) and adaptive (active) resistance, as well as face the threat of 

antiviral measures (external). Narrative memes similarly have to overcome our innate preference for the status 

quo and inherent skepticism (passive), the application of critical thought and evidence-based analysis (active), 

and the actions of forces, such as fact-checkers and investigative journalists, that might seek to undermine or 

destroy their legitimacy (external). 

Employed at the state level, the dangers that exist in viral warfare can also be found in the construction 

and dissemination of narrative memes. They can mutate, growing stronger, infecting the wrong target or 

transforming into an unexpected form that may not serve the intended purpose. Perhaps the greatest danger is 

that of self-contamination whereby you lose control over your own side’s belief in the narrative that has been 

crafted. In virology, the term ‘original antigenic sin’ refers to the host body becoming trapped in an initial 

pattern of response to infection that prevents it from adapting to changes in the virus’s structure (Francis, 1960). 

If there is an ‘original memetic sin’, it is when a target population accepts a narrative so deeply and uncritically 

that, even when the narrative shifts in response to new information, the population is unable to react differently 

regardless of any external evidence that suggests doing so would be in their better interest. 

Prominent journalist John Pilger observed that media consolidation in past decades has led to a decline 

in investigative journalism which makes people more reliant on official sources (Pilger, 2018). The spread of 

the Internet has, to some extent, offset this by providing independent and alternative news sources with new 

audiences and a wider reach. However, this has led, especially since the 2016 US election, to a conflict between 

the mainstream and alternative media over the nature of fake-news and exactly who the public can trust to 

inform them. Whichever sources they choose, they face a danger wherein initial beliefs can become deeply 

embedded. Research has shown that people exposed to disinformation can find it difficult to adjust their beliefs 

even when the falsehood is revealed to them and the very act of repeating a false narrative reinforces it, which 

means attempts to debunk it can actually increases its impact (Nemr & Gangware, 10-12). Facebook found that 

when they labeled news items as “disputed” it actually boosted their spread (Nemr & Gangware, 36). This is 

because the best narratives are contentious and exaggerated, they have emotional appeal, they tell us things we 

want to believe because it makes us feel better about ourselves and place the blame elsewhere. When the US 

Inspector General for Afghanistan evaluated the results of the fifteen-year campaign there, he declared,  
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There is a disincentive, really, to tell the truth. We have created an incentive to almost require people 

to lie…when we talk about mendacity, when we talk about lying, it’s not just lying about a particular 

program. It’s lying by omissions. It turns out that everything that is bad news has been classified for 

the last few years. (Whitlock, 2020) 

 
This tendency to avoid facts because they are “bad news” or because they would make us face unpleasant 

realities is especially difficult when they are linked to institutions in which we have placed our trust and which 

we rely on for our safety and security. 

This is what happens when the official narrative is too strong: it overrides our ability to properly assess 

the situation on the ground and make important adjustments. The same issues can have tactical as well as 

strategic impact. During the second siege of Fallujah in 2006 the US military deliberately exaggerated the 

importance and influence of Abu Musab al Zarqawi, attempting to create a media-friendly figurehead for Al 

Qaeda in Iraq (Ricks, 2006). They were supported in this endeavour by more than ninety embedded journalists 

who were pressured to help promote the official narrative or face legal action. The fallout from the successful 

establishment of this narrative was, in the immediate aftermath, a surge in sectarian violence between Iraq’s 

Sunni and Shia, but also, over the long-term, distortion of the United States’ own understanding of Islamist 

command structures and modus operandi that compromised the military’s ability to properly assess the growth 

of IS a decade later  (Caputi, 2015). 

A successfully established narrative can take such a strong hold on the consciousness that it can 

influence even its own creators, as happened with the CIA-invented tales of Manchurian candidates during the 

1950’s Red Scare that eventually led elements of the agency to create countermeasures against ‘brain-washing’ 

techniques that did not actually exist (Boissoneault, 2017). More commonly, the problem occurs when one 

element of the government is unaware of fabrications generated by others, as in the lies regarding the Gulf of 

Tonkin that helped lead the US into the Vietnam War, or the WMD lies that did the same in the Invasion of 

Iraq. More recently, a decade-long narrative that Iran was directly responsible for hundreds of US casualties in 

Iraq was used to justify the assassination of Iranian General Qasem Soleimani (Horton, 2020). This story helped 

push the US population as a whole, military, diplomatic and civilian, toward hardline positions at a time of 

extreme geopolitical tension, despite the fact that the entire narrative had been effectively debunked the 

previous year (Porter, 2019). This is one of the key dangers of a well-crafted narrative, the desire to believe it, 

or the emotional satisfaction derived from it, can often be a stronger influencing factor than rational assessment. 

When this happens, the ability to respond to crisis situations can be severely hampered by a blinkered 

viewpoint that can only see a limited range of all the possible strategic options. 

We have seen this happen with the RussiaGate scandal in the USA where a massive storm of media 

coverage playing upon on strong emotions (the distress felt by a large segment of the US population regarding 

Trump’s victory) led many people to uncritically accept information because it provided a sense of comfort. It 

was more than two years, involving the repeated promotion and retraction of dozens of disparate claims of 

malfeasance, before the Mueller investigation announced that it, “did not establish that members of the Trump 

Campaign conspired or coordinated with the Russian government in its election activities.” (Taibbi, 2019) 

Despite this, many who supported the investigation simply refocused their emotional needs in a new direction, 

namely the UkraineGate scandal and the resulting effort to impeach Trump, which also led to an acquittal on 

all charges. At the present moment, the new focus for these needs is Trump’s handling of the Covid-19 crisis. 

Whether Donald Trump might actually be guilty of crimes and misdemeanours is completely separate from the 

fact that there are strong emotional factors that prevent many of those invested in the issue from assessing the 

relative truth of information presented by both sides; a blinkered view which leaves them open to manipulation 

by others for political purposes. When this occurs during a true crisis, such as the Covid-19 pandemic, a divisive 

split among the population, characterised in the USA by emotional rather than rational support for or animosity 

toward their President, can severely impact the state’s ability to unite and pursue the most practically effective 

course of action. In this manner, efforts to frame Russia as being a uniquely malevolent purveyor of 

disinformation, and specifically the campaign to link this to direct interference in the 2016 election, have 

played a significant part in creating deeply held narrative beliefs in segments of American society that now 

compromise the state’s ability to set aside emotional factors and rationally assess critical issues. 
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Conclusion 
The man who coined the term Realpolitik, Ludwig von Rochau, stated that just as the law of gravity governs 

the physical world, so does the law of power govern the political. Great states are rarely held in check by ethical 

concerns when it comes to the question of whether or not it is 'wrong' to do something that advances the state's 

interests. If it advances the interest, it must be good. As such, there are very few tools of politics that one 

pragmatic state will use and which another will balk at, unless they are restrained from doing so by political 

controls or public concerns, in which case it becomes an issue of 'cannot' rather than 'would not'. As such, it is 

important to be cautious, even skeptical, when a pragmatic state such as Russia is portrayed as indulging in 

information warfare tactics that other pragmatic states, such as the US or UK, present as being unethical.   

While it is clear that Russia conducts information warfare, it is equally clear that the USA, UK and 

other Western states are engaged in similar activity. The fact that this goes unmentioned in numerous recent 

studies of alleged Russian malfeasance calls into question their political neutrality and their interest in 

promoting comprehensive understanding of the issue. Given that uncritical public acceptance of such a 

narrative compromises their ability to rationally analyse anything to do with Russia’s relations with the West, 

it is important that future studies attempt to create a deeper understanding of both the accuracy of claims made 

against Russia and the extent of Western activity in the field of information warfare. 

A powerful narrative is hard to overcome, it taps into deep emotional currents and often achieves viral 

status through the simplicity of its message and a common need to lay the blame for our personal discontent at 

the feet of a scapegoat. When this occurs in relation to a specific state, i.e. a simplistic message that paints things 

in moralistic terms of black and white divides, it is important to retain an element of doubt in regard to what 

we are told. In other words, when any state, or any individual figure, especially one that we have a proclivity 

to view with suspicion or animosity, is presented as being a unique source of evil or malicious acts, it is 

important to remember that our own states have the capacity to manipulate information, and that memetic 

narratives framing opponents in a negative light are likely to be used by both sides of any political conflict. It 

is equally important to keep in mind that the key driver of this caution is not a desire to safeguard the reputation 

or image of such potentially maligned actors, but to ensure that we ourselves are not infected by a cognitive 

virus that will degrade our ability to assess and respond to matters of import. 
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